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1CS-83-0807
2 2 JUN 1983

MEMORANDUM FOR: Director of Central Intelligence

VIA: Deputy Director of Central Intelligence
STAT FROM:
Director, Intelligence Community Staff
SUBJECT: Sources and Methods Speech
STAT 1. 1In response to request, the Chairman of the Security

Committee has reviewed your speech on unauthorized disclosures of information
on intelligence sources and methods and has formulated two proposals for
further dissemination of your message.

2. The first proposal is to have your delivery of the speech video-
taped. In order to avoid the “"talking head" problem, the video could include
graphic presentations of newspaper clippings, maps depicting world trouble
spots, rocket launches, copies of the NID ?with the notation to make a copy),
NSDD-84, and short clips from the recent SECOM-produced videotape for security
orientation of senior officials. The tapes could be disseminated to NFIB .
principals with a request to have them shown to all personnel approved for
access to sensitive intelligence. CIA could arrange showings for non-NFIB
agencies.

3. The alternative proposal, which would have the advantage of a live
presentation, but would lack your personal touch, would be to modify the
script for presentation by senior security officers such as the Director of
Security CIA and the Chairman, SECOM. The use of visual aids as suggested
above might be considered. Arrangements for presentations could be made
through the members of SECOM for their respective agencies.

4, If you find either of these approaches attractive, SECOM is prepared
to assist in executing whichever one you choose.

STAT

OFFICIAL USE ONLY
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20 June 1983

ﬁEMORANDUM FOR: Debuty Director of Central Intelligence
Deputy Director for Intelligence
Director of Security

FROM: ‘ " Director of Central Inte]iigence

SUBJECT: ' Sources and Methods Speech

1. My talk with the Armed Forces Policy Council today was received with
considerable interest and concern. Cap tasked them to make recommendations
to him for follow-up actions to be taken in DoD. He expressed particular
concern about how the alleged contingency plans for blockade and other
military. steps got into The Washington Post this morning.

2. There were a few~questions on which I would like some work done:

a. What do other countries do to deal with the problems which
I 1aid out? I said that in some countries they cut your hands off and
went on to describe the British response to the Prime disclosures.
We should have a fuller response to this, including particularly what
we know about GggTan, French and Japanese securlty practices.
. b. There were considerable questions about our dissemination
"practices. Do all the people who receive the NID really need it? -
Even though it is more costly, should we not consider doing more
briefing in oral form and less in written form? One thought which
- came to me is whether we shouldn't specialize the NID a little
more--why do diplomatic and economic officials need to receive
information about Soviet weapons tests? Should we consider
developing a few categories of separate packages and thereby reduce
. the number of people who receive the full cross-section of information
which the NID makes available?

c. The ease of xeroxing was a matter of particular concern.
I didn't say anything, but it revived in my mind the possibility of
~making the source of copies being found in circulation identifiable.
How sure are we that this can be accomplished, when it could become .
operational, and how early should we make its availability known for

deterrent value?

3. One cogent'comment which\ ‘made is the way the military
advertises cases of drug abuse to deter others and the way the government
keeps quiet about the "white collar crime" of mishandling 1ntelllgence¢

Considerable outrage was expressed about this. (::j_ﬁ_ﬂ_ﬂﬂ/

William J. Casey

attachHment
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20 June 1983

MEMORANDUM FOR: Deputy Director of Central Intelligence
: Executive Director ,
Deputy Director for Intelligence
Deputy Director for Administration
‘ Deputy Director for Operations
L ~ Deputy Director for Science & Technology
‘ Director of External Affairs

FROM:. . Director of Central Intelligence
SUBJECT: Meeting Today at 4:30 re Sources & Methods Protection

1. I have asked for a meeting at 4:30 today to talk about two things:

a. A review of the pros and cons and methods of sanitizing and
making the intelligence product more widely available for public diplomacy
and general public education purposes. PFIAB is taking a look at this and
Bob Gates has done some preparatory work. ‘

b. How we.gight follow up to press a revitalized effort to strengthen
sources and methods protection. I attach notes from a presentation I made
to the Armed Services Policy Council this morning and which I will make to
the White House, State and NSC staffs during the week. Also attached is a
memo on the reaction of the Pentagon today. :

2. Subsequent to dictation of that memo, I had a call from Henry Catto,
Assistant Secretary of Defense for Public Affairs, asking for a briefing
for his entire public affairs staff and raising a question as to whether it
would be desirable to provide some kind of a briefing on the importance of

this subject and the stakes s involved to the Pentagon press
corps.  In that connection, has an opportunity to talk to a

press group shortly, in which he might take a shot at this.

3. To help in your deliberations, I also attach a talk which I made

to a group of journalists at the Georgetown InstituiE:?{’iiiijgn Service,

William J. Casey v o

Attachments

| , w30 /
‘ " SECRET L.
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| 20 June 83

ReEvisioN 1

SOURCES AND METHODS SPEECH

[ ASKED TO TALK TO YOU TODAY-ABOUT A NIAGARA OF LOOSE
TALK WHICH IS LITERALLY DESTROYING OUR INTELLIGENCE-ASSETS;
UNDERCUTTING OUR POLICYAOBJECTIVES-AND IMPAIRINS OUR NATIONAL
SECURITY- MY STATUTORY RESPONSIBILITY TO PROTECT INTELLIGENQE
SOURCES AND METHODS REQUIRES ME TO ACT TO WHATEVER DEGREE [ CAN
ON A CLEAR AND ACCELERATING BREAKDOWN iN CONGRESSIONAL AND MEDIA
RESPONSIBILITY AND IN DISCIPLINE IN THE EXECUTIVE BrancH- I
NEED YOUR UNDERSTANDING, YODR COOPERATION AND.YOUR ADVICE ON

WHAT WE CAN DO TO RESTORE THIS RESPONSIBILITY AND DISCIPLINE;

THE coST OF UNAUTHORIZED DISCLOSURE AND MISHANDLING OF
CLASSIFIED INTELLIGENCE IS APPALLING IN OUR RELATIONS WITH OTHER

NATIONS, IN THEIR LOSS OF CONFIDENCE IN OUR RELIABILITY, AND IN

THE ABILITY TO DEAL ON A CONFIDENTIAL BASIS- WE HAVE LOST

INTELLIGENCE CAPABILITIES WHICH HAVE BEEN BUILT AT ENORMOUS COST .

JIN- DOLLARS AND IN THE RISK OF LIFE AND REPUTATION- IT HAS DEPRIVED

US OF ACCESS TO INFORMATION WHICH MAY AT SOME FUTURE DATE BE
CRITICAL TO OUR SECURITY AND, INDEED, CAN COST HEAVILY IN LIVES
AND TREASURE ANY DAY- UNAUTHORIZED AND IMPRUDENT DISCLOSURE OF
CLASSIFIED INFORMATION HAS CAUSED OTHER NATIONS TO QUESTION THE
RELIABILITY OF THE UNITED STATES, TO CONSIDER TERMINATION OF
PROJECTS IN WHICH THEY ARE JOINTLY ENGAGED WITH us, TO WITHHOLD

INFORMATION THEY HAVE PREVIOUSLY GIVEN US AND TAKE OTHER STEPS

DAMAGING TO OUR INTERESTS-. [ wiLL JusST TICK OFF A FEWT

BY THE CONFIRMATION-.--

' SFCRFT
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25X1

I AM HERE

TODAY TO SOLICIT YdUR COOPERATION NOT ONLY IN TIGHTENING UP AND
EDUCATING OTHERS TO THE PROBLEM WE HAVE, BUT IN SENDING A SIGNAL

THAT‘WE MEAN BUSINESS; THIS- IS SOMETHING IN WHICH WE HAVE A .

. STRONG MUTUAL INTEREST- WHEN AN INTELLIGENCE SOURCE IS:LOST OR

DAMAGED; ALL OF US LOSE VALUABLE INFORMATION, AN APPARATUS WHICH
HAS TAKEN MANY YEARS AND MANY BILLIONS TO CREATE 1S DESTROYED BIT
BY 'BIT; ADDITIONAL BILLIONS ARE REQUIRED TO REPLACE ’L_OST SOURCES-
SOMETIMES THE LOS.S IS MORE THAN MONEY- OurR HUMAN SOURCES ARE
SUBJECT TO DEATH, .IMPRISONMENT'; OR RUINATION OF CAREERS- THE

CONSEQUENCES TO THE_IR FAMILIES MAY BE TRAGIC AS ‘WELL-

LET ME NOW ADDRESS SPECIFIC STEPS THAT WE CAN TAKE TO
PROTECT SOURCES AND METHODS™~SOME WITHIN MY PROVINCE AND OTHERS

" WITHIN YOURS----




. > ) | Approved For Release 2009/02/88KEIA RDP94800280R001200040004 8
|

WITHIN YOURS- THERE ARE RULES ABOUT THE HANDLING OF -SECRET
MATERIAL- PEOPLE WHO RECEIVE THE NaT1oNAL INTELLIGENCE DAiLy,
CALLED THE NID,: ARE REQUIRED TO RETURN IT THE SAME DAY, NOT To

PERMIT PERSONS OTHER THAN THE RECIPIENT TO READ 1T, AND NOT TO

25X1 :
MAKE COPIES-

25X1
25X1

] LOOKED INTO HOW THE RULES

FOR'HANDLING THE NID WERE BEING ADHERED TO- [ FOUND THAT OUR
RECORDS SHOW THAT MANY PEOPLE HAVE NOT RETURNED COPIES OF THE
NID As REQUIRED AND THAT SOME OF THE RETURNED COPIES INDICATED
THAT THE DOCUMENT HAD BEEN TAKEN APART-- A FEW EVEN HAD A NOTATION,
"MAKE A COPY, "ON THE COVER- EVERY RECIPIENT OF THE NID HAs
BEEN ASKED TO REPORT TO US ON THE PROCEDURE FOLLOWED IN HIS.
OFFICE TO ASSURE THAT THE NID»Is READ ONLY BY THE AUTHORIZED
RECIPIENT, IS NOT COPIED AND IS RETURNED AS>REQUIRED- THOSE
WHO DO NOT COMPLY WILL NO.LONGER Rece1ve THE NID. WE wiLL AsK
QUESTIONS WHENEVER RE%URNED'COPJES APPEAR TO HAVE BEEN TAMPERED
WITH IN A.WAY'WHICH.SU¢GESTS COPYING- THIS TIGHTENING UP WILL

BE CARRIED TO OTHER INTELLIGENCE PRODUCTS -

25X1
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[ AM ASKING POLICY AND INFORMATION

OFFICIALS TO NOTIFY THE CIA OFFice oF EXTERNAL AFFAIRS AS SOON

AS THEY GET WIND OF ‘AN IMMINENT MEDIA REPORT WHICH CAN COMPROMISE
SOURCES AND METHODS- [ OR MY DEPUTY WILL BE ALERTED AND WILL
IMMEDIATELY CALL THE APPROPRIATE OFFICIAL AT THE RELEVANT MEDIA
INSTITUTION TO PERSUADE‘HfM TO WITHHOLD PUBLICATION OR MODIFY

THE LANGUAGE AS NECESSARY TO PROTECT THE SOURCE- THIS WILL NOT

ALWAYS WORK, BUT I,HAVE HAD SUCCESS IN THIS WITH MAJOR MEDIA ON

SEVERAL IMPORTANT STORIES, AND [ HAVE EXPLORED THE ISSUE WITH

ENOUGH MEDIA OFFICIALS TO BELIEVE THAT IT IS POSSIBLE TO EDUCATE
THEM TO BE CONSISTENTLY RECEPTIVE TO PLEAS FOR SOURCE PROTECTION

IF WE ORGANIZE OURSELVES TO ACT PROMPTLY AND EFFECTIVELY-

FOR‘TOO' LONG UNAUTHORIZED DISCLOSURE HAS BEEN A RISKTFREE
ACTIVITY- THERE 1S THE BELIEF THAT NO ONE IS EVER PENALIZED
FOR HANDING OUT CLASSIFIED 'INI_:ORMATION OR FOR CARELESS HANDLING
OF THAT INFORMATOINoA _THAT IS BEING. CHANGED- -WITHIN THE .LAST
FEW WEEKS A SENIOR OFFICIAL HFAS 4BEEN ASKED TO RESIGNiAFTER HE

ADMITTED HANDING CLASSIFIED INFORMATION OVER TO A REPORTER-

INCIDENTALLY, WHEN HIS ASSISTANT APPLIED FOR EMPLOYMENT AT THE

CIA, THE POLYGRAPH ELICITED A CONFIRMATION. ANOTHER SENIOR
OFFICIALlHAS BEEN CUT OFF FROM SECRET INTELLIGENCE FOR VIOLATING
A SPECIFIC WARNING WITH RESPECT TO HOW SPECIFIC INFORMATION HAD
TO BE HANDLED IN ORDER TO PROTECT THE SOURCE. [ WILL NOT HESITATE
TO DO THIS WHENEVER | HAVE THE AUTHORITY AND ABILITY TO DO SO-
. | : . ,
SECRET
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| NSSD-84 cALLS UPON EACH DEPARTMENT TO ESTABLISH RULES FOR
CONTACTS WITH THE PREss- -1'LL TELL YOU ABOUT THE RULES WE |
HAVE AT THE CIA NoBODY EXCEPT THE DIRECTOR AND Deputy DIRECTOR
'IS AUTHORIZED TO SPEAK TO THE PRESS WITHOUT SECURING EXPLICTT
PERMISSION- ALL SUCH CONVERSATIONS ARE TO BE ATTENDED BY A )
MEMBER OF OUR OFFICE bF ExTERNAL AFFAIRS. CONTACTS WITH THE
PRESS ARE REPORTED AND THE SUBSTANTIVE 'CONTENTS OF THE CONVERSATION
KEPT ON FILE- FINALLY, PERHAPS AS MUCH DAMAGE 1S CAUSED BY
EXPLAINING AND THEREBY DIRECTLY OR INDIRECTLY CONFIRMING A
PUBLICATION OR EVEN A PROPOSED STORY AS BY THE LEAK WHICH
ORIGINALLY GAVE RISE TO THE STORY. WE ALL NEED TO BE SMARTER IN
DEALING WITH THE PRESS- A FAVORITE PRESS TACTIC IS TO ASK YOU
TO CONFIRM OR DENY A SPECIFIC FRAGMENT oF INFORMATION OR SIMPLY
70 TELL THE REPORTER WHETHER A STORY IS WAY OFF BASE- [EVERY ONE
OF US SHOULD BY NOW BE SMART ENOUGH TO KNOW THAT HE IS NOT THE
ONLY SOURCE AND THAT THE REPORTER GOES ABOUT H1s BUSINESS MUCH
IN THE WAY WE IN THE INTELLIGENCE COMMUNITY DO"COLLECTING SNIPPETS

OF INFORMATION FROM A VARIETY OF SOURCES AND THEN RLEQING TOGETHER

A MosAlic- CONFIRMING STORIES THAT ALREADY HAVE BEEN PUBLISHED,

——
—— e

CONFIRMING ELEMENTS OF STORIES OR REACTING TO A REPORTER S INQUIRY
ABOUT A PARTICULAR PIECE OF INFORMATION CAN BE AS DAMAGING AS
LEAKING THE' INFORMATION YOURSELF- MEDIA REPRESENTATIVES WILL

TRY TO LEAD YOU TO BELIEVE THEY KNOW MORE THAN THEY ACTUALLY DO-
IF vou DISCUSS A SUBJECT THEY SEEM TO ALREADY KNOW ABOUT, YOU

MAY CONFIRM WHAT PREVIOUSLY WAS JUST A.GUESS) OR PROVIDE THE

ADDITIONAL DATA TO MAKE A GOOD STORY OUT OF ONE THAT MIGHT NOT

7  HAVE BEEN PUBLISHED----

SECRET
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HAVE BEEN PUBLISHED- THAT CLASSIFIED INFORMATION OR ACTIVITY

HAS BEEN WRITTEN ABOUT DOES NOT RELEASE US OF THE OBLIGATION

NOT TO DISCUSS IT-

ONE SIMPLE ﬁULE'AUTOMATICALLY AVOIDS A LOT OF TROUBLE
AND [ BEG EACH OF YOU TO ADHERE TO IT RIGIDLY- IF You ARE QUERIED
ABOUT CLASSIFIED INFORMATION OR ANY INTELLIGENCE MATTER, SIMPLY
SAY, AS THE PRESIDENT DOES, “WE DON'T TALK ABOUT SUCH MATTERS. "

THAT'S BETTER THAN “No COMMENT” WHICH 1S SOMETIMES TAKEN AS

CONFIRMATION-

THERE ARE FURTHER STEPS 7O BE CONSIDERED- A BILL TO
ESTABLISH CRIMINAL PENALTIES FOR UNAUTHORIZED DISCLOSURES OF
CLASSIFIED INFORMATION HAS BEEN CLEARED BY OMB- NSSD-84.
APPROVES THE USE OF THE POLYGRAPH IN INVESTIGATIONS OF
UNAUTHORIZED piscLosures- AT THE CIA Anp NSA, EXPERIENCE HAS
- SHOWN THAT THE POLYGRAPH 1S A POWERFUL TOOL IN DETERRING VIOLATIONS
OF SECURITY AND OTHER RULES- .OVER THE LAST YEAR, 4] RESIGNATIONS
AT CIA HAVE RESULTED NOT BY VERDICT OF THE POLYGRAPH BUT FROM
. QUESTIONS AND ADMISSIONS WHICH RESULTED FROM GUIDANCE PROVIDED
BY THE POLYGRAPH. OF THESE, THE LARGEST NUMBER, 13 RESIGNATIONSQ
HAVE BEEN OCCASIONED BY SECURITY BREACHES, OTHERS WERE .FOR THEFT,
PADDING ACCOUNTS, FRAUD AND OTHER FRAUDS AND VIOLATIONS- As A |
RESULT OF A SINGLE SERIOUS SERIOUS SECURITY LEAK, THE BRITISH
GOVERNMENT HAS JUST RECENTLY FOR THE FIRST TIME AUTHdRIZED USE

OF THE POLYGRAPH FOR THE LIMITED PURPOSE OF INQUIRING INTO SECURITY

BREACHES -

cCrbD
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IN THE FINAL ANALYSIS, ONLY LEADERSHIP AND EXAMPLE WILL
TURN A TIDE THAT IS RUNNING AGAINST US AND CAN SWAMP US IF WE .
DON'T REVERSE'IT; It's up To_us TO IMPRESS ON THOSE WITH WHOM
WE WORK THAT “LOOSE LIPS SINK SHIPS".AND SHOW THAT THOSéAWHO '
TAKE IT UPON THEMSELVES To DECIDE WHEN THE SYSTEM CAN BE IGNORED
PLACE BOTH OUR NATIONAL SECURITY AND THEMSELVES IN JEOPARDY-
THE SECURITY COMPONENTS OF DIA AND OTHER ELEMENTS OF'THE
INTELLIGENCE COMMUNITY STAND READY TO HELP YOU EDUCATE YOUR
'PEOPLE AND @THERWISE'PROVIDE GUIDANCE ON %HE.PROPER USE AND

HANDLING OF INTELLIGENCE- I’D LIKE ANY SUGGESTIONS OR QUESTIONS

YOU MAY HAVE-

Approved For Release 2009/03/23 : CIA-RDP94B00280R001200040004-8
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DCI PRESENTATION

| WLEAKS - POSITIVE STEPS TO BE TAKEN" . o

Everyone recognlzes that the problem of leaks - theip'
unauthorlzed release of classxfled 1nformat10n to the medxa - is
'nelther new nor unlque to this admxnlstratlon.; Yet leaks in
,recent years have created unusually serlous problems in the f'

o Intelllgence Communlty and show all of us that we cannot stand

~and nat10na1 polxcy

.1d1y by and let 1nte111gence 0perat10ns

| efforts fall v1ct1m to. erodlng government dlSClpllne and the. fgff
'Wlley tactlcs of the medla. We must f1ght back and take
approprlate counteractlons. ThlS presentatlon addresses that

' need as I see 1t consonant w1th my respon31b111t1es to protect

‘1nte111gence sources and methods.'f?-ff@f~57f : |
It is clear that some media representatlves feel that they}

”have government secrecy and securlty on. the run and tney seem

;emboldened to press thelr advantage. By 1nvar1ab1y llnklng

}government secrecy to coverups for alleged corruptlon alleged
i‘wrongdolng or: alleged 1neff1c1ency, these medla persons have if;* v
H';created an atmosphere of frustratlon _confu51on and re31gnatlon

v”1n the government sector ‘and with the Amerlcan public.,,By
.jfcleverly and 1nvar1ably showxng the 1eaker to be : " |

-llndlstlngulshable from the vaguely heroic "whlstle blower," the_

 same’ reporters have been able to obscure the self—serv1ng and -

'};usually squalld motlves of the typlcal leaker._;m_

Unless there is prompt and effectlve counteractlon

1g0vernment securlty programmlng and personnel securlty discipline

Approved For Release 2009/03/23 : CIA-RDP94BOOZ8OROOl2000400A04-8 ~
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nmay be irreVersihly damaged. The consequences of this would be .
A '
enormous ‘and un acceptable While I belleve there is a breakdown
in media respon31bx11ty ‘and in dlsc1p11ne in the Executive
1<Branch, by»mQV1ng_qu1ck1y and resolutely now, we can turn thls o
around }v_,tgy;-: | -J:fdh'xfh'hé-r'df ~.‘A ;f“', | ..f;;
(glthongh deplorlng thelr apparent dlsregard for natxonal

'4,secur1ty concerns I must admlt a certaxn grudglng respect for the‘fiﬁj"

-1nvest1gat1ve and 1nterrogat1ve skzlls of certaln reporters who
hy have 0perated recently agalnst our. bestmdnterests.} It ls clear
' that these reporters have built thelr storles plecemeal and thhj;
con31derab1e patlence.'.Startlng Wlth a few questlonably acqulred
'facts,.they have cleverly gone to . second level sources and
. conv1nced the 1atter that 31nce the story was out anyway,v,.
'i'.verlflcatlon would not be harmful. Thus these writers were able
. to prove to the1r satlsfactlon and unfortunately; the -
. satlsfactlon of thelr readers, that the story was probably
dtrue.“ I am conv1nced that ‘some of the second level sources
: involved 1n these 1nc1dents were 81gn1f1cant1y h1gh-leve1
'“offlcers whose normal-busrness acumen and ?IOfESSlonal .
~:_sophlst1catlon would appear 1ncongruousegef:helr nalvete in thesei:'ln
o1nteract10ns with the media. | | _‘ o |
| Not{})one of them would ever con31der handlng over
11nformatlon about 1nte111gence sources and methods to a forelgn--
.“-qvlntelllgence offlcer._ Yet tlme and agaln they have shared thls ”;T.U
same 1nformat10n w1th medla representatrves who have pub11shed

it,-lndlrectly cau31ng the very same’ damage to our nat10na1

security. Indeed 1 am sad to. say the sk111 of the reporter all'?o

Approved For Release 2009/03/23 CIA- RDP94BOOZ80ROO1200040004 8
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too often tends to outshlﬁe the responsge capahlllty»of the

official and_the extraction of c1a331f1ed 1nformatlon is qulte
painless. | |

1

"We are all famlllar w1th the methodology.p'Ithis‘a:nonder .

B " that it contlnues ‘to work.

°For example, a reporter says that he ls g01ng ahead

'Ef;w1th .a’ story and Just wants to check 1ts accuracy or avold
*fmisstatlng the admlnlstratlon s p051t10n. Governmont

i'offlclals 1n settlng the record stralght conflrm sensltlve'r

Jlnformatlon whlch may have been nothlng more than a"

- —

47§”reporter s guess in the flrst place.

- °For example, a reporter w111 call 1nd1v1dual after
tgnlnd1v1dual gettlng a fact: here and another fact there and L

‘\ﬂifas he plays back the 1nformat10n, each succeedlng

T*ﬁjlnterv1ewee w1ll prov1de a fuller and more apparently
hfafactual account untll a senlor OfflClal may feel that
further restralnt is frultless._ He then, hrow1ng cautlon'f'

- to the w1nd prov1des a complete accurate and confxrmed

plece for tommorrow s headllne story. ,1'51'

Or as happened sO. recently, a: reporter w1ll call a
bsenlor staff off1c1a1 about a story whlch has already
appeared in the press and seek comment.i The offlcxal'

comment while puttlng a gloss on some sxde issue, wlll in

~ Approved For Release 2009/03/23 : CIA-RDP94BOOZ80‘ROO1200040004'-'8
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‘ effect provide senior leVel admlnlstratlon conflrmatlon of
intelligence data which’ yesterday could only be regarded asmf:f

press speculation.

‘ What I belleve has happened has been a confusion~of roles
: 'and reSpOHSIbllltleS on the part of " government offlclals at the
same tlme that there has been a change 1n the norms and ‘mores of

7‘,the 1nvest1gat1ve reporter. A generatlon ago,jlf a reporter pff;

umbled across some sensxtlve 1nformat10n, he probably would not;
| | .! ,..publlsh 1t. ThlS clubby, gentlemanly relatlonshlp between
-government and the press, if 1t ever really ex1sted has long.

l;s1nce eroded in the wake of Vlet Nam and Watergate. /z-;g?ﬁll
2 apnaciitiien 250 ) ‘;,th'/.’/ﬂ"r"«"‘-w” ﬂ{/MJQ/ gxmaﬂ/ g u,,w!--./z,m-c b
/‘ c.\ 1h j‘“&&é‘é%té)// g(r.’]?f{ \"\&k %W,/V)"’" /V',: ’Ag&/uéa‘v ﬁ},‘ém wyd 9&/,«;'// .z(/( LAY QZ\—; ‘

The 1nvesﬁégatave Journallst sees his jo has.ferretlng out ééj
1nformat10n and publlshlng 1t.‘ The government if not exactly '
;the enemy, 1s certalnly not part of the reporter s-"
.:constltuency., His role is to 1nform the publlc and whatever he E?If
‘,;can wneedle or weasel out of the Government off1c1al is falr gamev;
fgifor hlS dally column or the natlonal air waves. ‘The reporter o
| ffhlmself would argue that it is the government s Job your job nothi
hlS, to safegtard ClaSSlfled lnformatlon to protect lntelllgence?'

-

:3sources and methods, and to prevent damage to the natlonal
-"securlty. -
Some reporters, to be sure, have 1nternallzed a value systemh

.T?fwhlch Wlll ‘keep ‘them from’ publlshlng what they understand to beprf'

'partlcularly sen51t1ve or damaglng 1nformatlon.' But many do not‘*'

:'want to make. such Judgments or are not equlpped to make these ‘

/ /M/(@ L0 5 Ty Ao /whzw% W&ww e /é' Vit %W(/Z’y ”éﬁ”

.
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judgménts. Indeed, even the most nresponsible” jourﬁalist will
be hostage to the sen31b111t1es of his less restrained colleagues
‘and, 1f a story is about to break he will v1ew the class1f1ed
information in his possession as fair game.‘

Ve must clearly undorstand and make no,mistake about this,

Slblllty of the press to abstaxn from

r can they be expected to:.;f -

t 1s not the respon

publlshlng c1a351f1ed 1nformat10n no
;fff~ show such restralnt.; It 1s our respon31b111ty to protect what ’“:5

must be protected..:f"

STAT . - -

" “Confirmation, especially by senlor executlve bfandh
of£1c1als,‘can be as damaglng as the orlglnal leak 1tself and
te- any'contemplated prosecutlon or: other 1ega1;

T _éerves to compllca
trued as decla351f1cat10n or as

"action. Confirmatlon may be cons
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ev1dence that the 1nformat10n really was not classified to begln
with. Defense counsel can argue that the admlnlstratlon ‘was not
concerned about the 1nformat10n and that. lxttle or no damage was .
involved. :Ineany'event the apparently casual conflrmatxon of
f”fvery sensxtrve 1nte111gence 1nformatlon whlch ‘has leaked serves .
to tr1v1allze the whole matter. i'f_ '_fihh; wl» ."£fath~ : "l;f“"‘
As members of the Whlte House and Natlonal Securlty Counc1l.t*;a“é

staffs you are the beneflclarles of a vast and valuable

a;lntelllgence collectlon and reportlng serv1ce.T Its maJ°r purpose ‘

‘}jls to serve you, to 1nform you and to a351st you in your
if'dellberatlons.. The taxpayer pays hlghly so that you can be kept
| 1nformed. The dedlcated men - and women who comprlse the
'uIntelllgence Communlty work very hard and sometimes at
-con31derable rlsk to brlng you thls 1nformat10n.a-“““uu—”‘
You also must remember ‘that 1ntelllgence constltutes a very e
::fraglle system. A thoughtless comment an 1ndxscreet or ill-
. h-cons1dered response can,’1n'}he.tw1nk11ng, undo lntelllgence'
: methods Whlch have cost mllllons to- put in place and Je0pard1ze -
‘fsources whlch have taken years to recrult. ~ The other 31de gets {Ht;.
'.w1nd of what we can collect or how we do the collectlon and |
countermeasures are taken. Restorlng what we . had ‘pot advanc1ng oo
:the cause or. serv1ngjyou better, but just restorlng what we had
,can take years and can cost addltlonal m11110ns in scarce.

resources.- yw' ;ww.lw 1»'_">~l;c«.

" Unauthorlzed dlsclosure of class1f1ed 1nformat10n,

particularly 1nformatlon whlch reveals 1nte111gence sources or.
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intelligence methods, is not only bad business and bad policy, it

is also illegal.

°1t v1olates the Natlonal Security Act of 1947 Whlch
mandates the protectlon of the 1dent1t1es of certaxn U.S.
-under-cover 1nte111gence offlcers, agents, 1nformants and
"sources and makes thelr exposure a crlme-'f'
:°It v1olates the U.S. Crlmlnal Code Wthh makes it a

'k.crlme to dlsclose communlcatlons 1nte111gence act1v1t1es-7"5

R ::;“ °It may v101ate the law Whlch crxmlnallzes dlsclosure of

' nat10na1 defense 1nformatlon to unauthorlzed part1es~7“

It v1olates the Pres1dent s Executlve Order on natlonal

' securlty 1nformat10n and flnally,

A I belleve it V1olates your very?oath'of.office aﬁd 1115*‘ o
4:”.serves the country and the admlnlstratlon for whlch gou . .z .

- work.

The recent and serlous leaks coming in the wake of'a'major,
Pre31dent1al 1n1t1at1ve to better safeguard nat10nal securlty
’ 1nformat10n - NSDD 84 -- is partlcularly unfortunate and

»-dlsturblng. I hope 1t strengthens our resolve to work qulckly to.'

1mplement the Dlrectlve.' T -l‘5:3¥;7‘v""f*‘*fﬂ”;;ot'kﬂ
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Let me remind you of the key steps which remain to be taken:

°A1l persons are to be required to sign a nondisclosure

agreement as a condition of access to classified

information;

'°All persons glven access. to senSLtlve compartmented oot

"?u };1nformat1on (SCI) are to 51gn a nondlsclosure agreement

*A<@fwh1ch prov1des for prepubllcatlon rev1ew to assure deletlon L

anof SCIL. and other clas51f1ed 1nformat10n,uu_fj{~%
°All agencies are.to report'and investigate unauthorized
‘disclosures of classified information;

°The FBI is .to 1nvest1gate unauthorlzed dlsclosures of
‘c1a331f1ed 1nformat10n ‘even when admlnlstratlve sanct1ons
ll:rather than crlmlnal prosecutlon may be sought-‘

«

Actlon is to be taken to rev1se regulatlons and

.': p011c1es so. that employees may be requlred to submlt to

v"polygraph examlnatlons when necessary in the course of
" investigations of unauthorized disclosures of classxfled -

infor@ation; : L . ffl» C e e j'*f»}~e
. °Persons who have know1ngly dlsclosed c1a351f1ed

1nformat10n or who have refused to cooperate w1th

'-investigationsvof‘unaqthorlzed dlsclosures are to be denied
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further access to classified 1nformat10n and subjected to :

other admlnlstratlve sanctions as appropr1ate- and flnally,

Approprlate policies are to be adopted to govern
' contacts between media representatlves and government a
1 personnel so as to reduce the opportunlty for negllgent or.

‘Adellberate dlsclosure of c1a581f1ed 1nformat10n.j&ftvﬁ;%f'

I would hope that 1mp1ementat1on of these steps would ~¥[f;ffﬁf
7; receive - hlghest prlorlty attentlon- we can. 111 afford further

uh?delay. .

In an erfort to a351st in this 1mplementat10n partxcularly

'w1th regard to contacts with media representatlves I want to “,A;e?4~f}

sdescrlbe to- you a new serV1ce and system I am 1nst1tut1ng w1th1n -
'i'the entire Intelllgence Community to better protect 1nte111gence p;' -
::sources and methods. The details of this new ‘service are belng
A"communlcated even as I speak to you, to all senlor publlc;
‘r,affalrs offlcers in the Communlty.; The serv1ce will take the
L;form of an "Intelllgence Verlflcatlon Hotline" located Wlthln CIA
b'that will be covered 24 hours a day, every day of the year.
-As 1 see it; this hotiine service'will.have three important"

 applications to persons in your positions: - R

R .
T ST

°1f you get a call from a reporter on a story apparently »

involving intelligence, 1ntelllgence sources or 1nte111gence
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methods, before you make a response, I would urge you to
call the hotline. Let the Agency a351st you in framing a
'response which will meet your needs and protect our equities

as well.

: °If a reporter 1s'obv1ously on the prowl on a matter of

o Jhlntelligence 1nte111gence sources or intelllgence methods .
Ydill would urge you to call the hotline.f Thls would give us a\iﬂ

”fﬂf;chance to alert ~other pos91ble targets of the same reporter

1f:for other reporters on the same story.,

l°If you are called by a reporter and you learn of an o
':immlnent media report 11kely to compromlse a source or s

f‘method of 1nte111gence 1 would urge you to call“the-hotllne

‘nand you w111 get from us a prompt response. Thls response -
'1;may take. the form of a personalized effort by me or by my
'”Qi?fdeputy, John McMahon to promptly contact the appropriate

ﬂfgﬂhperson at” the relevant media 1nst1tution where we Wlll

fétattempt to persuade that person to w1thhold publlcation or
“fto modlfy the story s 1anguage as necessary to protect the

' source or method | |

My intervention or John McMahon's . intervention in cases such\

as this will not always work but I have had some success with

R thls in the past._ Furthermore I ‘have explored the issue w1th

" enough media officials to be hopeful we can educate some of them

to be receptive to pleas for souree protection., This w111 only
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‘happen, however, if we organize ourselves to act promptly and

T effectively.

| I am calling for your help on thls day on the matter of
,1eaks 1n ‘the belief that by your leadershlp,:by your personal

JQfdlsclpllne, by your commltment and by your example you can set a-

tone for medla relatlons w1

thln the Executlve Branch that w1ll be
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